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Amendmeate to the Claims 

This listing of claims will replace all prior version and listings of claims in the 
applicatioii: 

Listing of Claims; 

1. (Original) In a system for performing an action, in response to an electronic 
communication regarding an account, which electronic communication is 
received from a sendci by a receiver, a method comprising the steps of: 

(a) initially, associating by the receiver, sender identity information and a 
public key of a public-private key pair with the account such that the 
public key is retrievable based on the sender identity infonnation, and 
wherein the pul)lic key is associated with the account in a computer 
database; and tliereafter 

(b) receiving the electronic communication from the sender, 

(i) whereiri the electronic communication was created after the 
associai ion of the sender identity information and the public key 
with tht account in step (a), 

(ii) whereiri the electronic communication comprises, 

(A) ihe sender identity information, and 

(B) jjredetemained encoded inforaiation obtained by using the 
private key of the pair, and 

(iii) wherein the electronic communication is corDmunioated 
electronically from the sender; and 

(c) validating the identity of the sender for the electronic communication by 
only performin.j the steps of, 

(i) utilizini-; the sender identity information received in the electronic 
commuiiication to retrieve the public key based on the association 
of the sc tnder identity information and the public key with the 
account performed in step (a), and 
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(ii) comparing a function of the public key and the predetermined 
encode* I information with a function of ttie electronic message, 
whereiii tfie function comprises decrypting the predetermined 
encoded information using the public key, 

whereby a comparison resulting in a match validates the identity of the 

sender. 

2. (Original) In a system for perfonning an action, in response to an electronic 
conomunication regarding an account, which electronic communication is 
received from a sendei by a receiver, a method comprising the steps of: 

(a) initially, associ.iting by the receiver, sender identity information and a 
public key of a public-private key pair with the account such that the 
public key is recrievable based on the sender identity information, and 
wherein the pnl »lic key is associated with the account in a computer 
database; and tl lereafter 

(b) receiving the electronic communication from the sender, 

(i) wherein the electronic communication was created after the 
association of the sender identity information and the public key 
with the account in step (a). 

(ii) wherein the electronic communication comprises, 

(A) \ he sender identity information, and 

(B) ) iredetermined encoded information derived using the 
1 irivate key of the pair, and 

(iii) wherein the electronic communication is communicated 
electron ically from the sender; and 

(c) validating the u lentity of the sender for the electronic communication by, 
(i) utilizing' the sender identity infonnation received in the electronic 

communication to retrieve the public key based on the association 
of the Si nder identity infonnation and the public key wth the 
account performed in step (a), and 



PAffi9(19^RCVDAT2l15l20051:28:17PM [Eastern Standard T^^^ 



FBlrl5-2005 OhZOpin Froin-MORR IS MANNING MARTIN 4042641529 T-333 P. 010/019 F-758 

Application No. 10/710,972 
Page 4 of 11 

(ii) comparing a fimction of die public key and the predetennined 
encode<l information with a function of the electronic message, 
whereiii the function comprises decrypting the predetermined 
encoded information using the public key, 
whereby a comparison resulting in a match validates the identity of the 
sender, and wh.a:ein neither a PIN nor a password is required to be 
transmitted to the receiver for validating the identity of the sender. 



3. (Original) In a system for performing an action, in response to an electronic 
communication regarding an account, which electronic communication is 
received from a sendei by a receiver, a method comprising the steps of: 

(a) initially, associai ing by the receiver, sender identity infonnation and a 

public key of a public-private key pair with the account such that the 
public key is retrievable based on the sender identity infonnation, wherein 
the sender identity information comprises other than an account nunaber, 
and wherein tbo public key is associated with the account in a computer 
database; andtliereafter 

(b) receiving the electronic conMnimication from the sender, 

(i) whereiij the electronic commxmication was created after the 
associai ion of the sender identity infomxation and the public key 
with the- account in step (a), 

(ii) wherein the electronic communication comprises, 

(A) ihe sender identity information, and 

(B) predetermined encoded infonnation derived using the 
private key of the pair, and 

(iii) whereir the electronic communication is communicated 
electrorically from the sender, and 

(c) validating the identity of the sender for the electronic communication by, 
(i) utilizinj-; the sender identity information received in the electronic 

commuiiication to retrieve the public key based on the association 
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of the s^axder identity information and the public key with the 

account perfonned in step (aX and 
(ii) compaitng a function of the public key and the predetermined 

encoded infonnaiion with a fimctiou of the electronic message, 

whereiXi the function comprises decrypting the predetermined 

encoded information using the public key, 
whereby a conipaxison resulting in a match validates the identity of the 
sender. 



4. (Original) In a system for performing an action, in response to an electronic 
communication regarding an account, which electronic communication is 
received from a sendei by a receiver, a method comprising the steps of: 

(a) initially, associating by the receiver, sender identity information and a 
public key of a public-private key pair with the account such that the 
public key is retrievable based on the sender identity information, and 
wherein the public key is associated with the account in a computer 
database; and tliereafier 

(b) receiving die el ectronic communication ftom the sender, 

(i) wherein the electronic communication was created after flie 
associai ion of the sender identity information and the public key 
withtht account in step (a), 

(ii) wherein the electronic communication comprises, 

(A) ihe sender identity infonn^on, and 

(B) predetermined aicoded information derived using the 
private key of the pair, 

(iii) whereiri the electronic communication is communicated 
electrortically from the sender, and 

(iv) whereiri the electronic communication is the only electronic 
coromuiiication received from the sender by the receiver relating to 
the action; and 

(c) validating the i^lentity of the sender for the electronic communication by, 
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(i) utilizini ; the sender identity information received in the electromc 
commuiiication to retrieve the public key based on the association 
of the Sisnder identity infoimation and the public key with the 
account perfonned in step (a), and 

(ii) comparing a function of the public key and the predetennined 
encoded infoimation with a function of the electronic message^ 
whereiri the function comprises decrypting the predetermined 
encode< I information using the public key, 

whereby a comparison resulting in a match validates the identity of the 
sender. 

5. (Presently Amended) The n icthod of claim 1, 2,3,or 1, wherein the predetermined 

encoded infonnation comprises transactional account information. 

6. (Presently Amended) The niCthod of claim 1, 2,3,Qr 1, wherein the predetennined 

encoded infonnation comprises entity information. 

7. (Presently Amended) The niethod of claim 1, 2, 3, or wherein the account 

ix)fonnation comprises transactional account infonnation. 

8. (Presently Amended) The niethod of claim I, Qr ^ r^A^ wherein the account 

infonnation comprises entity infonnation. 

9. (Presently Amended) The method of claim 1, 2. - 3, 4 , 5^ 6, - 7, or 8, w herein the 

electronic communical ion includes the electronic message. 

10. (Presently Amended) The method of claim 1, 2, 3, 4 , 5, 6, 7, or 8 , w herein the 

electromc message is iinplied from the receipt of the electronic communication. 

1 1 . (Presently Amended) The method of claim 1, 2, 3r 4 y - 5 r 6 - , 7, or 8 > w herein the digital 

signature is derived widiin a smart card of the sender. 
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12. (Presently Amended) The method of claim 1, 2, 3, " 1^ 5, 6, 7^ or 8, w herein the 

predeteraiined eacodeil information is received firom the sender within a lerminai 
of a third-party and thcTi forwarded to the receiver, 

13. (Presently Amended) The method of claim 1 , 2, 3> 1, 5, 6, 7, or 8> w herein the 

electronic coramunicauon is received over a secure n^ork. 

14. (Presently Amended) The method of claim 1, 2, 3 , 4 , 5> 6> 7, Qr -8r W herein the 

electronic communicaiion is received over an insecure network. 

15. (Original) The method of i:laim 14, wherein the network comprises the Internet. 

16. (Presently Amended) The method of claim 1, 2> 3, 4 , 5, 6, 7, or 8, w herein the 

electronic communicaiion is received encrypted. 

17. (Presently Amended) The method of claim 1, 2, - 3, 4 , - S, 6, 7, or 8, w herein the 

electronic communicai ion is received unencrypted, 

1 8. (Presently Amended) The method of claim 1 , 2, 3, 4> 5, 6, 7, or 8, w herein the 

receiver is a financial i astitution and the action on the account comprises a 
financial transaction. 

19. (Presently Amended) The method of claim 1, 2, 3, 4, 5, 6, 7, or 8, w herein the 

electronic communicai ton includes the public key. 

20. (Presently Amended) The method of claim 1, 2, A, 5, 6, 7, or 8, w herein the sender 

identity information cc»mprise$ the account number. 

21. (Presently Amended) The method of claim 1, 2,4,5, 6, 7, or 8, w herein the sender 

identity infojniation comprises other than the account number. 
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22. (Presently Amended) The method of claira 1, 2.3,4, 5, 6. 7, or 8, w herein the public 

key was associated wii b tbe account when the account was first established. 

23. (Original) The method of i ;laim 22. wherein the pubUc key was provided by the 

sender to the receiver. 

24. (Original) The method of i laim 22, wherein the public key was provided to the sendw 

by the receiver. 

25. (Presently Amended) The .neihod of claim 1, 2, 3, 1, 5, 6. 7. or 8, w herein the 

predetemined encodeti information includes information required to process the 
action. 

26. (Presently Amended) The .netbod of claim wherein tlie transactional account 

information includes a personal identification number (PIN). 

27. (Presently Amended) The .nethod of claim wherein the transactional account 

information includes aii account balance representing ftinds in the account. 

28. (Presently Amended) The method of claim 5-«^, wherein the transactional account 

information includes infonnation validated when the account was established. 

29. (Presently Amended) The method of claim wherein the transactional account 

information includes information that was validated in a fece-to-fece 
acknowledgement betv een ihe sender and the receiver. 

30. (Presently Amended) The method of claun 1, 2. 3, 4 , 5, 6. 7. or 8. wherein the 

account comprises a checking account 
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31 . (Presently Amended) The method of claim wherein the transactional account 

infoimati<m includes a history of ledgw transactions in the account 

32. (Presently Amended) The method of claim 6-ejr*. wherein the entity information 

includes the social sec^irity number of the sender. 

33. (Presently Amended) The method of claim wherein the entity information 

includes the address ol the sender. 

34. (Presently Amended) The method of claim 6-^. wherein the entity information 

includes the mother's i aaiden name of the sender. 

35. (Original) The method of « laim 6, wherein the predetermined encoded information 

only includes entity imbrmation of the sender. 

36. (Origittal) The method of < laim 8, wherein the account information only includes 

entity information of iJiC sender. 

37. (Presently Amended) The method of claim 5-^. wherein the transactional account 

infonnation includes biisiness process information. 

38. (Presently Amended) The method of claim wherein the transactional account 

information is stored in fields in records in a computer database. 

39. (Original) The mediod of < laim 38, wherein the records comprise an account file. 

40. (Original) The method oft laim 39, wherein the records fUrther comprise a 

transactions file. 

41. (Presently Amended) The .ueOiod of claim 1, 2,3,or^, wherein the predetermined 

encoded information is derived within a hand-held device of the sender. 
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42. (Presentiy Amended) The aiethod of claim 6 Of^, wherein the entity infonnation 

comprises personal intormation of the sender 

43. (Presently Amended) The method of claim 1, 2, 3, or 4 , wherein the function of the 

electronic message coiaprises applying a hashing algorithm to the electromc 
message. 

44. (Presently Amended) The method of claim 1, 2, 3> or ^> w herein the function of the 

public key and the preiletermined encoded information is a digital signature. 



PA6E1819'RCVDAT2/1S120051:28:17PM [Eastern Standanim^^ 



This Page is Inserted by IFW Indexing and Scanning 
Operations and is not part of the Official Record 



Defective images within this document are accurate representations of the original 
documents submitted by the applicant. 

Defects in the images include but are not limited to the items checked: 

□ BLACK BORDERS 

□ IMAGE CUT OFF AT TOP, BOTTOM OR SIDES 

□ FADED TEXT OR DRAWING 

□ BLURRED OR ILLEGIBLE TEXT OR DRAWING 

□ SKEWED/SLANTED IMAGES 

□ COLOR OR BLACK AND WHITE PHOTOGRAPHS 

□ GRAY SCALE DOCUMENTS 



□ REFERENCE(S) OR EXHIBIT(S) SUBMITTED ARE POOR QUALITY 

□ OTHER: 

IMAGES ARE BEST AVAILABLE COPY. 
As rescanning these documents will not correct the image 
problems checked, please do not report these problems to 
the IFW Image Problem Mailbox. 



BEST AVAILABLE IMAGES 




LINES OR MARKS ON ORIGINAL DOCUMENT 



